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Executive Summary

A major e-commerce platform deployed a critical payment workflow refactor on Friday
afternoon. Thousands of workflows were mid-execution—processing orders worth millions of
dollars. The deployment completed cleanly. Zero workflows failed. Zero customer impact. The
engineering team went home on time.

Three weeks later, Black Friday traffic surged to nearly 50x normal volume within an hour.
The system scaled automatically, maintaining consistent performance and a seamless
customer experience throughout the spike. The first indication of increased load appeared in
internal Slack metrics—not in customer support tickets.

Two weeks after that, a high-value payment workflow failed in production. An engineer
retrieved the complete workflow event history and replayed it locally under a debugger. The
root cause was identified within five minutes. A fix was deployed within the hour.

Total incident duration: 65 minutes. Negative customer impact: zero.

This is what production-grade Temporal deployment looks like.

Historical Production Challenges

But Five years ago, the same e-commerce platform faced a very different reality.

« Friday deployments required war rooms and manual rollbacks.

« Peak events demanded emergency capacity planning and heroic interventions.

« Even minor code changes could break in-flight orders, causing lost carts and a 23% drop
in completion rates.

« A custom orchestration system once collapsed, causing $4.7M in lost revenue over four
hours.

« Engineers spent 60% of their time managing infrastructure, reducing delivery velocity.

A Temporal proof-of-concept demonstrated clear potential. But the critical question remained:
“How do we ensure this solution doesn’t become the next production disaster?”

This question—bridging the gap between a functional prototype and production-grade
reliability—is exactly what this framework addresses.
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The Production Gap: A Pattern That Repeats

Across enterprises, we see the same pattern:

Temporal delivers remarkable productivity in development: workflows that previously took
weeks to implement now take days. Engineers are more engaged, and stakeholders notice the
accelerated velocity.

However, the moment of truth comes with production deployment. That's when the
architectural gaps begin to surface:

Historical Production Challenges

« Company A (Financial Services): Within weeks of deployment, workflows began
experiencing timeouts, accompanied by a sharp increase in schedule-to-start latency—
from an expected 50 milliseconds to over 5 seconds.

A detailed investigation identified the root cause as a worker concurrency configuration
that was misaligned with the workload characteristics. Once corrected, the issue was
resolved in under 30 minutes.

This highlights how subtle configuration mismatches in distributed workflow systems can
lead to prolonged performance degradation, underscoring the importance of workload-
aware concurrency tuning and proactive operational validation

o Company B (Healthcare): Six months after entering production, the system failed a
compliance audit due to patient data being stored in plaintext within workflow event
history, resulting in a HIPAA violation.

Remediation required four months to implement appropriate data protection controls and
historical data handling safeguards. Due to the duration of corrective action, the audit
finding remained open for two consecutive quarters.

This incident illustrates how insufficient data governance and encryption practices in
workflow persistence layers can introduce long-term regulatory exposure, even when
functional requirements are met.

« Company C (E-commerce): A routine code optimization introduced a breaking change
that affected 147 in-flight orders. Due to the absence of a workflow versioning strategy,
active executions continued operating under assumptions tied to previous code paths,
resulting in irreversible failures.

Although the rollback was executed quickly, the impact to affected customer orders was
permanent.

This underscores the necessity of explicit workflow versioning and backward-compatible
change management when evolving long-running processes in production systems.
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The root causes are consistent:

« Worker architecture designed for development, not scale.

« Missing security controls creating compliance violations.

« Absent observability turning debugging into guesswork.

« Operational configurations deferred until they become incidents.

The business impact is measurable:

» $200,000 lost in a single weekend from misconfigured timeouts.

« 18 engineering-months wasted over a year debugging worker problems.

» $50,000 compliance penalties and 4 months of mandatory remediation.

« Engineering velocity dropping 5x from deployment fear.

« Teams spending 60% of time managing infrastructure instead of shipping features.

The Strategic Framework: Eight Decisions That
Determine Success

Through 50+ enterprise deployments across financial services, healthcare, e-commerce, and
logistics, we have identified the architectural decisions that consistently separate production
success from failure.

1. Infrastructure: Build vs. Buy

The decision: Temporal Cloud (managed) versus self-hosted deployment.

Why it matters: Self-hosting requires 3-4 dedicated platform engineers at $200K-300K each
($600K-1.2M annually), plus ongoing database management, monitoring infrastructure,
disaster recovery testing. The opportunity cost of engineering focus on infrastructure versus
business value often exceeds managed service fees by orders of magnitude.

The strategic question: Should your team build competitive differentiation through
infrastructure operations or product innovation?

The outcome: Teams using Temporal Cloud reach production in weeks instead of quarters,
focusing engineering resources on application development rather than database
administration.

2. Worker Architecture: The Single Metric That Matters

The critical insight: Schedule-to-start latency is the single most important performance
indicator. Miss this metric, and you'll spend months chasing phantom performance problems
while your real bottleneck sits invisible.

Why organizations fail: Teams monitor CPU, memory, network—traditional metrics. When
workflows slow down, they add server capacity. But the server might be at 20% CPU while
tasks queue for workers that don't exist.
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The architectural patterns:

« Tune worker concurrency based on workload type (CPU-bound vs. I/O-bound vs. GPU-
bound).

« Deploy on Kubernetes with autoscaling based on actual capacity indicators.

« Specialize task queues by workload characteristics.

The outcome: Organizations that get worker architecture right deploy successfully on their
first attempt. Those that miss it spend months debugging performance problems that were
preventable.

3. Security: The Compliance Audit That Changes Everything

The scenario: Your security team audits workflows and discovers customer data, transaction
amounts, and Pl visible in plaintext in event history. Your transport security doesn't matter—
the breach already happened.

Why default Temporal fails compliance: Workflow payloads are stored unencrypted. For
organizations processing financial transactions, healthcare records, or PlII, this violates HIPAA,
PCI-DSS, GDPR, and SOC 2.

The three-layer architecture:

« Custom Data Converter encrypts all payloads before reaching Temporal—server never
sees plaintext

« Codec Server provides controlled decryption for debugging without exposing data

« Mutual TLS secures network communication with certificate-based authentication

The outcome: 4-8 weeks from decision to production-ready security. Organizations that
implement security upfront deploy once. Those that defer implement twice—with encryption
migration complexity.

4. Observability: Debugging Without Guesswork

The 3 AM scenario: Critical workflow fails. Customer loses a $500,000 transaction. In
traditional systems, you're piecing together scattered logs, hoping critical data wasn't
sampled away.

With Event History: Download complete event history and replay locally under a debugger.
Every state change, every decision, exactly as it happened. Bug reveals itself in minutes. Fix
deployed within the hour.

The metrics that matter:

« Schedule-to-start latency (capacity indicator)

« Workflow and activity failure rates (service health)
« Worker health metrics (proactive scaling)

« Task queue depth (early warning system)

The outcome: Debugging shifts from guesswork to certainty. Incident resolution time drops
80%. Capacity planning becomes data-driven. Compliance gets automatic audit trails.
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5. Reliability: The $3 Million Double-Charge

The incident: Network hiccup causes payment activity to fail mid-execution. Workflow retries.
Customer charged twice. Then three times. 47 customers double-charged before discovery.
Refund processing: $40,000. Customer service: $60,000. Reputational damage: incalculable.

The root cause: Activities weren't idempotent. Retries caused duplicate side effects.
The architectural primitives:

« ldempotency: Activities safe to retry—same result executing multiple times.

« Heartbeats: Long-running activities signal progress—detect failures in minutes.
« Retry policies: Align recovery with failure characteristics.

« Saga pattern: Explicit compensation logic for multi-step operations.

The outcome: Without these patterns, every retry risks duplicate side effects. With them,
retries become safe—systems recover from failures without corrupting state.

6. Versioning: Deploy Without Breaking Production

The incident: Simple optimization deployed—inventory checks changed. Within minutes, 147
in-flight orders fail with "non-deterministic error." Customers 90% through checkout lose
carts. Order completion rate drops 23%.

Why workflow code can't just change: Workflows run for weeks. When Temporal replays, it
re-executes from the beginning. Different decisions during replay cause non-deterministic
errors and workflow failures.

The two strategies:

« GetVersion API: Gradual migration—old workflows continue with original logic, new
workflows use updated code.
« Worker-based versioning: Separate worker fleets for major refactoring.

The outcome: Versioning determines whether deployments are safe or risky. With proper
versioning, Friday deployments become routine. Release velocity increases 5x.

7. Testing: The $200K Bug Preventable in 30 Seconds

The production failure: Payment workflows run perfectly for six months. Then, during a
critical holiday weekend, they start timing out. Root cause: retry policy configured for 30
seconds when payment gateway needs 2 minutes during peak load. Lost revenue: $200,000.
Fix duration: 10 minutes.

Why traditional testing fails: Can't wait hours to test timeout behavior. Can't call real external
services in every test. Can't manually trigger every failure scenario.

TestWorkflowEnvironment solution: In-memory Temporal service with controllable time.
Fast-forward hours instantly to trigger timeouts. Mock activities to simulate failures. Test
comprehensive scenarios in seconds.
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The outcome: Teams with comprehensive testing deploy with confidence—they've tested
error paths. Teams without testing discover problems in production—misconfigured timeouts
during peak load.

8. Operations: Details That Compound Into Incidents

The performance mystery: Workflows run perfectly for six months. Then execution times
double. Event history queries timeout. The culprit: workflows passing entire JSON documents
instead of external storage references. Megabytes of redundant data persisted per execution.
Storage operations slowed. Performance collapsed.

The operational details that compound:

- Payload management: Store data externally, pass lightweight references.

Logging strategies: Workflow-aware logging prevents duplicate entries flooding systems.
Proxy configuration: Test compatibility before production—not during emergencies.
Search attributes: Define before production—can't add to historical workflows.

Metrics export: Configure early warning systems—detect problems before customers
complain.

The outcome: Organizations addressing details during initial deployment operate smoothly.
Those deferring them discover each limitation through expensive production incidents.

The Transformation: From Risk to Predictable Reliability

When organizations implemented this framework, the results were immediate:

Hands-off reliability: 3 AM pages? Gone. Weekend war rooms? History. Payment workflows
handle thousands of transactions daily with zero manual oversight. Multi-day fulfillment
survives worker crashes and network partitions without losing a step. Zero data loss. Zero
corruption. Zero manual scaling.

Fearless deployments: Engineers deploy on Fridays. One team deployed a major payment
refactor Friday afternoon with thousands of workflows mid-execution. Zero failures. Zero
customer impact. The team went home on time. Deployment went from risk-managed events
to routine activity. Release velocity increased 5x.

Automatic scaling: Black Friday changed from war rooms to checking dashboards out of
curiosity. One campaign drove 50x volume in under an hour. The system scaled automatically.
Customer experience flawless. The first engineer to notice saw it in Slack, not complaints.

Deterministic debugging: High-value payment workflow failed—engineer downloaded event
history, replayed locally. Bug revealed in five minutes. Fix deployed within the hour. No more
"works on my machine" mysteries. Incident resolution time dropped 80%.

Security without friction: End-to-end encryption operates so transparently developers forget

it exists—until auditors ask how data is protected. Answer: "encrypted everywhere, always."
Compliance teams have zero concerns.
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Engineering velocity: Teams reclaimed 60% of infrastructure time previously spent on
workflow concerns. That time now goes to shipping features. Time from concept to
production dropped from weeks to days. One team shipped sophisticated multi-service
orchestration in three days that would have taken three weeks before.

The Strategic Choice

Competitors are deploying Temporal today. Some take shortcuts—skipping worker
architecture planning, deferring security, treating observability as optional. The production
gap reveals itself through failed deployments, compliance violations, performance
degradation, and customer impact. Months are often spent retrofitting architecture that
should have been implemented from the start.

Teams that defer these architectural decisions encounter failures, performance issues, and
compliance gaps, consuming months of engineering time to remediate.

The question is not whether to adopt Temporal. The question is which approach to
deployment should be followed.

This framework provides a blueprint for production excellence, enabling systems to operate
safely from day one, avoiding costly incidents, preventing compliance gaps, and eliminating

the need for extensive rework.

That's the transformation that defines risk-free workflow operations.
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The $2 Million Question

Three months from a critical product launch, engineering teams need reliable workflow
orchestration. The question isn't whether Temporal solves the problem—it clearly does. The
real question is whether the next quarter gets spent building infrastructure or shipping
features.

This is the classic build versus buy decision, but the stakes are higher than most realize. The
wrong choice doesn't just delay your launch—it determines whether your engineering team
spends the next two years maintaining infrastructure or creating competitive advantage.

Why This Decision Defines Your Engineering Strategy

Infrastructure choices cascade through organizations in ways that aren't immediately obvious.
When VPs of Engineering request three more platform engineers next quarter, when
observability costs spiral out of control, when top backend engineers quit because they're
tired of being on-call for Cassandra—these moments trace back to decisions made today.

The Temporal infrastructure decision is not a technical detail to delegate; it represents a
strategic inflection point that determines:

« Where engineering talent goes. Every hour senior engineers spend tuning Elasticsearch
qgueries or managing database shards is an hour not spent solving customer problems or
building differentiating features.

» How fast teams can move. Time-to-production matters. Competitors aren't waiting. The
difference between three weeks and three months to production can mean the difference
between market leadership and playing catch-up.

» What risks organizations accept. Infrastructure failure doesn't just mean downtime—it
means lost revenue, damaged reputation, and emergency scrambles at 2 AM. The
qguestion is whether to buy battle-tested reliability or build it yourself.

» Total cost of ownership over three years. The sticker price tells almost nothing. The real

cost hides in operational overhead, opportunity cost, and technical debt that compounds
over time.

The Build Path: Self-Hosted Temporal

1. What Organizations Are Really Sighing Up For
Self-hosting Temporal means taking full ownership of a distributed system that rivals the

complexity of any infrastructure in production. This isn't deploying a simple service—it's
committing to operate a platform that requires expertise across multiple specialized domains.
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Building and maintaining multiple complex systems. Temporal's self-hosted architecture
requires Cassandra or PostgreSQL for persistence, Elasticsearch for visibility queries, and
sophisticated monitoring infrastructure. Each component demands specialized expertise
that's expensive to hire and difficult to retain.

Making bets on capacity planning. Temporal's shard architecture—the foundation of its
horizontal scalability—must be configured at deployment. Choose too few shards, and
performance ceilings emerge that require complex migration procedures. Choose too many,
and costs go toward capacity that sits unused. Either way, it requires predicting the future,
and the cost of miscalculation is measured in quarters, not days.

Taking responsibility for everything that can break. When Cassandra has a split-brain
scenario at 3 AM, the team is on the hook. When Elasticsearch queries start timing out under
load, that becomes the problem to solve. When versions need upgrading across multiple
components without breaking compatibility, that becomes the coordination challenge.

2. What Organizations Are Really Signing Up For

The obvious costs of self-hosting are infrastructure expenses—compute, storage, networking.
But these pale in comparison to the operational overhead that sneaks up on organizations:

 Platform engineering headcount. Organizations need at least two dedicated engineers
(and realistically, three to four) just to keep the lights on. These aren't junior resources—
this requires people with deep expertise in distributed databases, observability systems,
and production operations. At fully-loaded costs of $200K-300K per engineer, that's a
commitment of $600K-1.2M annually in personnel costs alone.

e Opportunity cost of misdirected focus. The best engineers should be working on
problems that create competitive differentiation, not debugging Cassandra consistency
issues. Every sprint spent on infrastructure operations is a sprint not spent on features
that drive revenue.

» The compound interest of technical debt. Infrastructure decisions create long-term
commitments. Deferred maintenance doesn't disappear—it accumulates interest. That
monitoring system to "improve later" becomes the monitoring system that fails during the
biggest incident. That disaster recovery procedure left untested becomes the disaster
recovery procedure that doesn't work.

» Velocity tax on future initiatives. Every new project must navigate infrastructure
complexity. Expanding to a new region becomes a multi-quarter project involving cross-
region replication, failover mechanisms, and data residency compliance. Self-hosted
infrastructure becomes a bottleneck for business initiatives.
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The Buy Path: Temporal Cloud

1. What You're Actually Buying?

Temporal Cloud isn't just hosted Temporal—it's buying back your engineering team's time and
attention. You're purchasing the accumulated expertise of engineers who've solved every
operational problem you'd otherwise encounter, packaged into a service that handles the
complexity for you.

» Production-grade infrastructure: No capacity planning, shard sizing, or stress testing
required. Systems start small, scale automatically based on actual workloads, and avoid
over-provisioning.

» Operational reliability managed: Multi-region deployment with automatic failover,
certificate-based mutual TLS, and disaster recovery are built in and tested at scale.
Failures become someone else’s problem, not a blocker for engineering teams.

 Built-in operational maturity: Dashboards, audit logs, security controls, and observability
tools are preconfigured. Enterprise-grade operational practices are inherited, eliminating
months of internal development.

» Predictable, transparent costs: Platform fees are fixed and clear. There are no hidden
costs from over-provisioning or operational overhead.

2. The Economics That Change the Calculation

When evaluating Temporal Cloud, organizations often focus on platform fees while
underestimating self-hosted operational costs. The real economic comparison looks
dramatically different:

 Direct platform costs versus hidden operational overhead. Temporal Cloud charges clear
platform fees. Self-hosting has obvious infrastructure costs plus less obvious operational
costs: engineering salaries, monitoring tools, security infrastructure, disaster recovery
systems, and countless hours of engineering time.

» Engineering leverage and velocity. Teams reach production in weeks instead of months,
focusing on delivering features rather than maintaining infrastructure. Early feature
delivery compounds business value over time.

 Risk mitigation and insurance value. Temporal Cloud includes battle-tested reliability,
proven disaster recovery, and operational expertise. It's not just buying infrastructure but
complete insurance against 2 AM incidents and cascading failures.

» Optionality and flexibility. Start small without massive upfront investment. Scale
elastically based on actual needs. Pivot quickly without infrastructure constraints. In
rapidly changing markets, this optionality has real value.
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2. The Strategic Advantages Often Underestimated
Beyond operational benefits, Temporal Cloud delivers lasting competitive advantage:

e Accelerated time to market: Products reach customers faster, allowing teams to capture
value while competitors are still managing infrastructure.

» Engineering talent retention: Engineers focus on meaningful, innovative work rather than
maintenance, improving satisfaction and reducing turnover.

» Organizational focus and clarity. Leadership can prioritize product strategy, architecture,
and business outcomes instead of infrastructure firefighting.

« Built-in scalability: Infrastructure grows automatically with business demand, removing
the need for emergency migrations or manual re-architecture during growth surges.

The Decision Framework: How to Choose

The build versus buy decision isn't about technical preferences—it's about honest
assessment of organizational realities and strategic priorities.

1. Key considerations:

» Platform engineering capacity: Are dedicated platform engineers available now, and can
the organization sustain that team long-term? Infrastructure operations require continuous
investment, not just initial setup.

e Opportunity cost: What would engineering teams build if freed from managing
infrastructure? The business value of these alternatives often exceeds platform fees by
orders of magnitude.

» Operational complexity tolerance: How much burden can the organization absorb in on-
call rotations, incident management, and operational overhead? Complexity grows with
system scale.

» Time-to-production pressure: Can the organization afford three to six months of
infrastructure work before shipping features? In competitive markets, delays may outweigh
years of managed service costs.

 Strategic focus: Should engineering teams differentiate through infrastructure operations
or product innovation? For most companies, infrastructure is a cost center to minimize, not
a competitive advantage to optimize.

» Time-to-production pressure: Can the organization afford three to six months of
infrastructure work before shipping features? In competitive markets, delays may outweigh
years of managed service costs.
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For most organizations without strict compliance constraints, Temporal Cloud represents the
strategically sound choice. The operational complexity reduction, deployment velocity, and
engineering focus benefits outweigh platform costs by significant margins.

Default to Temporal Cloud unless you have specific, compelling reasons to self-host:
Self-hosting should only be pursued under specific conditions:

« Regulatory mandates that require explicit control over infrastructure.

« Existing platform engineering teams with deep expertise managing similar systems at
scale.

« Unique infrastructure needs incompatible with managed services.

« Strategic commitment to infrastructure operations as a core organizational competency.

If self-hosting is selected, commitment must be total: plan for ongoing engineering effort,
budget platform engineering headcount, accept operational burden, and recognize that this
responsibility persists for years, not months.

The Path Forward

The infrastructure decision made today determines the engineering organization's reality for
the next several years.

Choose based on honest assessment of capabilities, clear understanding of costs, and
strategic alignment with business priorities.

Many competitors are making the same decision. Some are choosing the build path and
discovering the operational complexity they underestimated. Others are choosing the buy
path and shipping features while their competitors are still configuring databases.

The question isn't which path is abstractly "better"—it's which path serves your organization's
specific strategic priorities.

But for most technical leaders, the honest answer is clear: buy the infrastructure, build the
differentiation.

The engineering team's time is the most valuable and constrained resource. Invest it where it
creates competitive advantage, not where it maintains commodity infrastructure.
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The Pattern Behind Every Failure

In every failed Temporal deployment Xgrid has been called to remediate, the root cause
traces back to the same architectural mistake: organizations fundamentally misunderstand
how workers should scale.

The pattern is familiar. Workflows start fast, then gradually slow down. Users complain about
degraded performance. Engineering teams respond by adding more infrastructure, but
nothing improves. Eventually, Investigation discovers that tasks are sitting in queues for
seconds or even minutes, waiting for workers that should be available.

This isn't a temporal problem. It's a worker architecture problem. And it is entirely preventable
by understanding a single critical insight: schedule-to-start latency is the single most
important performance indicator in your entire deployment.

Miss this metric, and teams spend months chasing phantom performance problems while the
real bottleneck sits invisible in plain sight.

Understanding the Architecture: Why Separation
Matters

Before diving into what goes wrong, you need to understand why Temporal's architecture is
designed the way it is—and why this design makes certain failure modes possible.

1. The Server: Orchestration Brain

The Temporal server—whether self-hosted or via Temporal Cloud—is the orchestration
engine. Think of it as the conductor of an orchestra. It maintains workflow state, persists
every decision made, manages task queues, and coordinates execution timing.

The key design principle: the server does not execute application code. It orchestrates but
never runs business logic. This separation is deliberate and fundamental, directly impacting
how the system scales, isolates failures, and distributes operational responsibilities.

2. The Workers: Execution Fleet

Workers are completely separate processes for executing business logic. They poll task
gueues, receive work assignments, execute your code—database queries, API calls, data
transformations—and return results.

Workers are where application execution actually occurs; they handle the computational load,
external integrations, and all side effects. The server coordinates, while workers deliver
execution.

Why This Separation Changes Everything

The architectural separation provides something most systems can't offer: complete fault
isolation. When a worker crashes mid-execution, the server don’t care. It simply reassigns the
task to another worker. Workflows continue from its last checkpointed state without data loss.
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But more importantly, this separation enables independent scaling of two distinct concerns:

» Server capacity handles orchestration throughput—how many workflows and tasks the
system can coordinate simultaneously.

o Worker capacity handles execution throughput—how much business logic can be
processed in parallel.

Workers can scale horizontally to meet execution demand without impacting server
infrastructure. Server capacity can be adjusted based on workflow volume without changing
worker deployment. These are independent variables in the capacity equation.

This independence underpins Temporal’s ability to handle extraordinary scale. It is also the
reason most organizations misconfigure worker scaling, creating performance bottlenecks
and operational headaches.

The One Metric That Matters

Complex systems generate dozens of metrics, but most are irrelevant for day-to-day
operations. For worker capacity, there is one decisive metric: schedule-to-start latency.

Schedule-to-start latency measures the time between when a task is scheduled and when a
worker begins executing it. It's the difference between "work is available" and "work is being
done."

e Low latency (sub-100ms) means adequate worker capacity. Tasks are picked up
immediately, and workflows execute at full speed.

« High latency (500ms+) indicates insufficient capacity. Tasks are queuing, waiting for
available workers. Workflows are being throttled not by server capacity or databases, but
by lack of workers.

This is a recurring failure pattern observed across enterprises. Teams often add server
capacity when they need more workers or optimize databases when scaling workers would
resolve the issue. Months are spent chasing phantom performance problems while the real
bottleneck is visible in schedule-to-start latency.

Configure alert thresholds based on workflow execution SLAs. For example, if workflows
include ten activity executions and must complete within five seconds, even 500 ms
schedule-to-start latency per activity is unacceptable. Recommended thresholds for
proactive monitoring:

« Warning alert at 200ms sustained for two minutes.
« Critical alert at 500ms sustained for one minute.

« Scale-up trigger at 300ms sustained.

These thresholds provide early warning of worker capacity constraints, allowing proactive
scaling before user-facing issues occur.
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The Data Transport Trap

Here's another architectural mistake that kills performance: treating Temporal workflows as a
data transport mechanism.

Teams new to Temporal often pass large payloads through workflows—megabytes of JSON,
binary data, entire file contents. The reasoning seems logical: the workflow needs this data to
make decisions, so let's put it in the workflow.

This approach has three problems:

» Event histories become bloated. Every piece of data passed to a workflow gets persisted
in the event history. Large payloads mean large event histories, which means slower
persistence, higher storage costs, and degraded replay performance.

» Performance degrades non-linearly. As event histories grow, the cost of replaying
workflow state increases. This affects not just the workflows with large payloads but
potentially other workflows sharing resources.

« Scalability hits artificial ceilings. There are hard limits on event history size. Organizations
hitting these limits discover they've architected themselves into a corner requiring
significant refactoring.

The Correct Pattern

Temporal's architecture optimizes for coordinating execution, not transporting data. The
correct pattern is simple: store data externally, pass references through workflows.

Heavy or frequently changing data lives in S3, databases, blob storage—systems designed
for data storage. Workflows pass references—S3 keys, database IDs, URLs. Activities retrieve
data when needed, process it, and store results back in external systems.
This pattern separates concerns cleanly:

« Workflows coordinate and make decisions

« Activities execute work and access data

« External systems store and serve data

The separation improves scalability, reduces event history storage costs, and eliminates
artificial limits on data size.

Tuning Workers for Your Workload

Not all work is the same. A CPU-intensive data processing task has completely different
resource requirements than an API call waiting for a response. Getting concurrency
configuration wrong means either wasting resources or creating bottlenecks.
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1. CPU-Bound Activities: When Computation is the Constraint

Some activities—image processing, data aggregation, encryption, and complex calculations—
are CPU-intensive and fully saturate cores during execution.

For CPU-bound workloads, worker concurrency should align with the number of CPU cores.
For example, an 8-core worker should have a maximum concurrency of 8.

Exceeding this concurrency creates thread contention without increasing throughput. Sixteen
threads competing for eight cores do not accomplish more; they only generate overhead from
context switching.

The recommended approach is fewer, more powerful workers with high CPU allocation and
low concurrency settings, rather than deploying many underpowered workers. This ensures
optimal throughput while minimizing unnecessary operational overhead.

2. 1/0-Bound Activities: When Waiting is the Pattern

Other activities are I/0O-bound—API calls, database queries, file operations, network requests.
These activities spend most execution time waiting for external services to respond.

I/O-bound activities can support much higher concurrency. While one activity waits for an API
response, ten others can execute simultaneously. Concurrency of 2-5x CPU cores often
proves optimal.

These workers need moderate CPU allocations with high concurrency limits. While one
activity is blocked on 1/O, others can productively use CPU time.

3. GPU-Bound Workloads: When Specialized Hardware Enters the
Picture

Some workloads require GPU acceleration—machine learning inference, video processing,
scientific computing. These have unique constraints.

GPU memory is limited and valuable. Excessive concurrent access creates memory
contention and degrades performance. Maximum concurrency should typically be set

to1or 2.

These workers require specialized hardware provisioning with constrained concurrency.
You're optimizing for GPU utilization, not CPU utilization.
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Kubernetes: The Optimal Platform for Temporal
Workers

Kubernetes is an ideal fit for deploying Temporal workers, aligning closely with the scaling and
operational requirements of workflow execution. Deploying workers as Kubernetes pods
provides capabilities that would otherwise require significant engineering effort:

» Automatic failure recovery: Pods that crash are restarted automatically, eliminating the
need for manual intervention.

» Declarative resource management: CPU and memory requirements are defined
declaratively; Kubernetes enforces allocation and ensures resources are used efficiently.

» Zero-downtime deployments: Rolling updates enable code changes without interrupting
ongoing workflow execution.

 Built-in health checks: Kubernetes monitors pod health and restarts unhealthy workers
before failures propagate.

These capabilities aren't unique to Kubernetes, but no other platform provides them as
comprehensively with as little operational overhead.

Autoscaling Based on What Matters

Kubernetes’ Horizontal Pod Autoscaler (HPA) provides powerful capabilities when configured
to respond to meaningful metrics rather than generic ones like CPU usage. For Temporal
workers, schedule-to-start latency is the key indicator of capacity constraints.

Scaling recommendations:

e Scale up: When schedule-to-start latency exceeds 500 ms for 2 minutes.
e Scale down: When latency drops below 100 ms for 10 minutes.

e Maintain minimum replicas to ensure availability.

o Cap maximum replicas to control costs.

By scaling based on actual workflow demand rather than resource utilization alone, the
autoscaler ensures worker capacity matches load, avoiding both bottlenecks and over-
provisioning.

Kubernetes Deployment Options: Cloud vs. On-Premises

Cloud Deployments: Managed Kubernetes services—EKS, GKE, AKS—offload control plane
management. Organizations gain managed master nodes, automatic version upgrades,
integrated monitoring, and cloud integration, all without additional operational overhead.

On-Premises Deployments: K3s provides a lightweight Kubernetes distribution for bare-
metal environments while maintaining full APl compatibility. It delivers standard Kubernetes
functionality with reduced resource requirements, enabling scalable Temporal worker
deployments on-premises.
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Task Queue Specialization: The Strategic Architecture

The real power of Temporal's task queue model emerges when organizations stop using a
single queue for everything and start specializing queues by workload characteristics.

1. Segregating by Computational Profile

CPU-intensive operations and I/O-bound operations have completely different resource
requirements. Mixing them in the same worker pool creates suboptimal resource utilization.

Separate task queues enable worker pools tuned differently:

CPU-intensive queues route to I/O-bound queues route to
workers with: workers with:
» Higher CPU allocations. » Moderate CPU allocations.
e Lower concurrency settings. » Higher concurrency settings.
» More powerful instance types. » Standard instance types optimized
for cost.

This separation ensures each workload type gets appropriately provisioned resources without
forcing one-size-fits-all compromises.

2. Hardware Specialization for Efficiency

Activities requiring specialized hardware—GPUs for ML inference, high-memory nodes for in-
memory processing, TPUs for training workloads—should target dedicated task queues.

Workers serving these queues run on appropriately provisioned infrastructure with
constrained concurrency to prevent resource contention. This architecture prevents
expensive specialized hardware from being consumed by standard workloads.

The cost optimization is significant. Instead of provisioning GPU instances for all workers
(expensive) or provisioning standard instances that can't handle GPU workloads (inadequate),
you provision specialized workers only where needed.

3. Language-Specific Execution

Task queues enable polyglot workflows—workflows written in one language scheduling
activities in different languages. A Go workflow might schedule Python activities by targeting
a Python worker queue.

This architectural pattern allows teams to leverage language-specific ecosystem strengths.
Use Go's performance and concurrency for orchestration logic. Use Python's ML libraries for

model inference. Use JavaScript's ecosystem for front-end integration.

The best tool for each job, coordinated through Temporal's unified orchestration.
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4. Priority Differentiation for Business Criticality

Not all workflows are equally important. Customer-facing critical workflows shouldn't compete
for resources with background batch processing.

Separate queues by priority with different capacity guarantees:

High-priority queues get:

Guaranteed minimum worker

capacity.

Over-provisioned for burst handling.
Aggressive autoscaling policies.
Higher resource allocations. start latency.

Low-priority queues get:

Shared worker pools.

Conservative autoscaling policies.
Standard resource allocations.
Acceptance of higher schedule-to-

This architecture ensures critical workflows maintain performance even during high-load
periods when background jobs might need to wait.

Temporal Cluster

Temporal Server

Task Queue: Task Queue: Task Queue: m_”:_s Task Queue:
i go-calls image-processing ml-inference i python-analytics
§ AWS Worker Deployment
E v l l v
i Go Workers Go Workers Python Workers | . Python Workers
MaxConcurrent: 50 MaxConcurrent: 5 MaxConcurrent: 2 MaxConcurrent: 20
CPU: 8 cores CPU: 8 cores GPU: 1x A100 CPU: 8 cores
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The Compliance Audit That Changes Everything

Security teams schedule a routine audit of a new Temporal deployment. Thirty minutes into
the review, the lead auditor stops mid-sentence and asks a single question: "Where are the
encryption controls for workflow payloads?"

The explanation follows: all traffic uses HTTPS. Infrastructure runs in a private VPC. Access
controls are configured. Everything follows security best practices.

The auditor pulls up the Temporal event history and points at the screen. Customer names,
transaction amounts, social security numbers, credit card data—all visible in plaintext.
Workflow data is stored unencrypted in the database. Transport security doesn't matter. The
breach already happened—teams just encrypted the highway while leaving the vault door
open.

This isn't a hypothetical scenario. This is the conversation Xgrid has with organizations every
month. The security issue in Temporal deployments isn't network breaches—it's plaintext
payload exposure that violates every compliance framework organizations are subject to.

Why Default Temporal Configuration Fails Compliance

Default Temporal stores workflow and activity payloads in plaintext within event history. For
organizations processing sensitive data—financial transactions, healthcare records, Pll,
proprietary business data—this creates immediate compliance violations.

HIPAA requires encryption at rest for protected health information. PCI-DSS mandates
encryption of cardholder data. GDPR demands technical measures to protect personal data.
SOC 2 requires documented encryption controls.

Transport security is irrelevant when the data sits unencrypted in the database. One
compromised database credential, one misconfigured backup, one insider threat—and the
entire workflow history is exposed.

Securing Temporal Deployments: Three Critical
Challenges

Securing Temporal deployments requires solving these three problems at once:

Problem 1: Encrypt everything without breaking Temporal. Payloads must be encrypted
before reaching the Temporal server. Encryption can't interfere with Temporal's orchestration
capabilities—the server still needs to route tasks, manage queues, and coordinate execution.

Problem 2: Enable debugging without exposing sensitive data. Engineers must troubleshoot
workflows and inspect payload contents. Decrypting data in the Temporal Ul or logs, however,
creates additional attack surfaces. Secure debugging requires controlled access without
exposing plaintext broadly.
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Problem 3: Secure the network without operational overhead. Worker-to-server
communication must be protected against interception. Certificate management and TLS
configuration must be streamlined to avoid operational complexity that can delay
deployments or create outages.

Most organizations solve one or two problems while leaving critical gaps. Xgrid's three-layer
architecture addresses all three systematically.

Layer 1: End-to-End Payload Encryption

Fundamental principle: The Temporal server must never see plaintext data. Ever.

How It Works

Custom Data Converters intercept all workflow payloads at the application boundary—before
any data reaches the Temporal server. Inputs, activity arguments, and return values are
automatically encrypted using AES-256.

During workflow execution, payloads are decrypted locally within the secure environment.
The Temporal server handles only encrypted ciphertext, coordinating tasks, managing
queues, and orchestrating workflows without access to sensitive data.

Encryption keys remain entirely under organizational control via the existing key management
system. Servers—whether Cloud or self-hosted—never access plaintext data.

Auditors verify encryption at the application layer with keys under exclusive organizational
control. This is the distinction between passing and failing regulatory audits.

What This Solves

Compliance violations eliminated.
Encrypted payloads at rest satisfy
HIPAA, PCI-DSS, GDPR, and SOC 2
encryption requirements.

Insider threat mitigation. Even Temporal
Cloud personnel with database access
can't read your workflow data.

Zero operational friction. Developers
write workflow code normally.
Encryption happens transparently
without code changes.

Breach containment. Compromised
database credentials expose encrypted
ciphertext, not sensitive business data.
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Layer 2: Secure Debugging Without Data Exposure

The challenge: how do engineers troubleshoot workflows when all payloads are encrypted?
Teams can't debug what they can't read, but decrypting data in the Temporal Ul creates
security exposures.

The Codec Server Solution:

» The Codec Server runs entirely within the organization’s secure environment—VPC,
firewalls, and internal access controls. It is the only component authorized to decrypt
workflow payloads.

» When engineers inspect workflows via the Temporal Ul, encrypted payloads are sent to
the Codec Server. The server authenticates the request, verifies authorization, decrypts
the data using internal keys, and returns plaintext securely over HTTPS.

e The Temporal service never sees decrypted data, and encryption keys never leave the

secure boundary. Authorized engineers gain full debugging visibility without compromising
security.

Access Control That Actually Works

The Codec Server enforces fine-grained, role-based access control, ensuring that teams only
view data relevant to their responsibilities. For example, finance teams cannot access
healthcare data, and support teams cannot see financial transactions.

All access is logged and auditable, integrating with existing authentication & policy systems

What This Solves

Operational visibility maintained.
Engineers can troubleshoot production
issues without security compromises.

Role-based security enforced. Only
authorized personnel can view specific
workflow data.

Compliance requirements satisfied.
Decryption happens inside your security
boundary with full access logging.

Audit trails automatic. Every decryption
request is logged for compliance
reporting.
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Layer 3: Transport Security Without Operational Pain

Encrypting payloads protects data at rest. But data in motion—between workers and
Temporal server—also needs protection against interception and tampering.

Mutual TLS: Both Sides Prove Identity

Standard HTTPS encrypts traffic but only proves the server's identity. Mutual TLS requires
both parties to authenticate—the server proves it's legitimate, and the worker proves it's
authorized.

This prevents man-in-the-middle attacks. Even if an attacker intercepts network traffic, they
can't decrypt it without the certificates. Even if an attacker obtains certificates, they can't
impersonate workers without the private keys.

For Temporal Cloud: Zero Configuration

Temporal Cloud provides namespace-specific certificates through the management console.
Download the certificate, configure your worker, done. No certificate authority to maintain, no
manual rotation, no operational overhead.

For Self-Hosted: Automated Management

Self-hosted deployments require certificate infrastructure, but modern tools eliminate manual
work. Using cert-manager in Kubernetes, certificates are automatically provisioned, rotated,
and distributed to workers and servers.

The system handles certificate lifecycle management transparently. Teams don't manually

renew certificates or distribute them to hundreds of workers—the infrastructure handles it
automatically.

What This Solves

Network interception prevented. Unauthorized access blocked. Only
Encrypted traffic can't be decrypted workers with valid certificates can
even if captured. communicate with the server.
Compliance satisfied. Mutual Operational burden minimized.
authentication satisfies regulatory Automated certificate management
requirements for secure communication. eliminates manual processes and

reduces outage risk.
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Implementation Timeline: From Decision to Production
Security

Most organizations facing this security architecture have the same question: "How long will
this take to implement?"

The answer depends on your starting point:

o Custom Data Converter: 2-4 weeks for implementation and testing. This is the critical
foundation—once encrypted payloads are working, the core compliance problem is solved.

o Codec Server: 1-2 weeks for deployment and integration with authentication systems.
This restores operational debugging capability.

e Mutual TLS: For Temporal Cloud, hours. For self-hosted, 1-2 weeks to set up cert-manager
and configure certificate distribution.

Total timeline: 4-8 weeks from decision to production-ready
security architecture. Not trivial, but not a quarter-long project
either.

Security architecture isn't optional for enterprise Temporal
deployments. The only question is whether to implement it
correctly from the start or retrofit it under compliance pressure
later. Xgrid's three-layer architecture provides comprehensive

protection without comprimising operational efficiency. It's the
difference between passing compliance audits and failing them.
Between handling sensitive data safely and creating security
exposures.

Workflow data carries the organization’s most critical
information.Protect it accordingly.
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The Debug Session That Should Be Impossible

It's 3 AM. A critical workflow failed in production three hours ago. A customer lost a $500,000
transaction. Leadership demands answers.

In traditional systems, engineers would piece together scattered logs, correlate timestamps,
and hope critical data wasn’t lost or sampled away. With Temporal, the full workflow Event
History is immediately available. Download it and replay it locally under a debugger. Every
state change, every decision, every execution path—exactly as it happened in production.

This is production debugging with certainty. Event History transforms “impossible problems”
into reproducible, solvable ones.

Event History: The Complete Record You Never Had

Most monitoring relies on logs, metrics, or traces, which sample, aggregate, and eventually
delete data. Critical information disappears just when it's needed most. Critical information
disappears when it's needed most.

Temporal records every state change as an immutable event:
Workflow started Activity scheduled Timer fired Task completed

Nothing is sampled. Nothing is deleted. The complete execution history is preserved from
start to finish.

» Deterministic replay makes production bugs reproducible. Re-run the exact sequence
locally, step through with a debugger, inspect variable state, and identify precisely where
logic diverged.

» Time-travel debugging becomes real. Instead of seeing only the current state, engineers
can see every state the workflow ever had, understand why decisions were made, and
trace exactly where errors occurred.

» Audit trails come free. Compliance requirements demand records of what happened,
when, and why. Event History automatically provides without custom audit logging
infrastructure.

» Root cause analysis becomes straightforward. No guessing. Every decision, execution
path, and outcome is visible.
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Technical Requirements for Replay

Workflow code must be deterministic— the same inputs produce the same outputs. The
Temporal SDK provides deterministic APIs:

e workflow.Now() for time operations
e workflow.NewRandom() for random values
e workflow.SideEffect() for one-off non-deterministic operations like UUID generation

For long-running workflows, Continue-As-New restarts workflows periodically with fresh
history while maintaining state, keeping execution history manageable without losing
auditability.

The Metrics That Actually Matter

Event History tells you what happened. Metrics tell you whether your system is healthy.
Following are the indicators that reveal real problems:

1. Schedule-to-Start Latency: The Capacity Indicator

« Measures time duration between task scheduling and worker execution.

« Low latency (<100 ms) indicates sufficient worker capacity.

« High latency (>500 ms) signals tasks queueing, workflows slowing, & user impact.
« Configure alerts based on SLA thresholds to detect issues before users notice.

2. Workflow and Activity Failure Rates

« Track failures per workflow and activity.
« Sudden spikes indicate service degradation or code defects.
« Distinguish transient, retried failures from sustained issues requiring intervention.

3. Worker Health Metrics

« Monitor CPU, memory, and task execution durations.
« Workers approaching resource limits degrade performance before crashing.
« Metrics enable proactive scaling rather than reactive firefighting.

4. Task Queue Depth

« Measures pending tasks in each queue.
» Rising depth combined with schedule-to-start latency signals capacity bottlenecks.
 Early detection allows horizontal scaling before performance impacts customers.
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Monitoring Infrastructure

The Temporal SDK exposes Prometheus-compatible metrics endpoints. Prometheus scrapes

metrics from worker endpoints. Grafana provides visualization and alerting.

Alert rules should cover:

Schedule-to-start latency exceeding acceptable thresholds.
Failure rate spikes beyond normal variance.

Worker health degradation before crashes occur.

Task queue depth growth indicating capacity constraints.

Client TemporalServer Worker EventHistory ExternalService

&

Start Workflow

J — |._ =t —
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WorkflowExecutionStarted

Deliver Workflow Task
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The $3 Million Double-Charge

A payment workflow runs perfectly for six months. Then, a network hiccup causes an activity
to fail mid-execution. Temporal retries the activity. The customer gets charged twice. Then
the retry happens again—three charges for one transaction.

By the time support notices, 47 customers had been double-charged. Refund processing
costs $40,000. Customer service effort adds $60,000. Reputational damage is incalculable.

This isn't a Temporal problem. It’s a failure to understand that retries, heartbeats, and
idempotency are not optional features—they are architectural primitives that determine
whether a system survives production.

The Reality of Distributed Systems

Networks fail. Service timeout. Database deadlock. Workers crash mid-execution. These
aren't edge cases—they're normal operating conditions in distributed systems.

The question isn't whether failures will happen. The question is whether your workflows are
designed to handle them correctly when they do.

Idempotency: Making Retries Safe

When an activity fails, Temporal retries it. This is exactly what's needed—automatic recovery
from transient failures. But there's a critical requirement: the activity must be idempotent.

Idempotent means executing the operation multiple times produces the same result as
executing it once. Without this property, retries cause duplicate side effects. Double charges.
Duplicate emails. Multiple inventory reservations. Corrupted data.

How to Build Idempotent Activities

The pattern is straightforward: separate existence verification from operation execution.

o Check before executing. Activities first query datastores or services to determine whether
operations are already completed. If completed, return existing results. If not, perform the
operation.

» For database operations: Use unique constraints or upsert operations. When inserting
records, unique constraints prevent duplicates. On constraint violations, retrieve and return
the existing record.
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» For external service calls: Include idempotency tokens with requests. Generate a unique
token—typically a deterministic hash of workflow ID and activity attempt number. The
external service uses the token to deduplicate requests.

» For systems without native idempotency support: Maintain execution logs with unique
identifiers and attempt numbers. Before performing operations, check the log. If an entry
exists, return the previous result. Otherwise, execute the operation and log the result
atomically.

Without idempotency, every retry risks duplicate side effects. With idempotency, retries
become safe—the system can recover from failures without corrupting state or charging
customers twice.

This isn't defensive programming. This is the difference between systems that survive
production and systems that create expensive incidents.

Heartbeats: Detecting Failures Before They Cascade

Activities that run for minutes or hours need a way to signal they're still making progress.
Without this, you can't distinguish between "activity is slow but working" and "worker crashed
10 minutes ago."

How Heartbeats Work

Activities send periodic signals to Temporal indicating continued progress. If heartbeats
cease within the configured timeout, Temporal assumes failure and schedules retry on a
different worker.

This provides faster failure detection than execution timeouts alone. An activity might run for
hours, but heartbeat timeouts can be configured for minutes. When workers crash, you detect
it in minutes rather than waiting for hour-long execution timeouts.

Beyond Failure Detection

Heartbeat payloads can include progress information—percentage complete, records
processed, status URLs. This provides operational visibility into long-running activities.

More importantly, these details are accessible upon retry. New activity instances can resume
from the last reported checkpoint rather than starting from the beginning. For expensive
operations like large file processing or batch computations, this dramatically reduces retry
overhead.

When to Use Heartbeats

Any activity running longer than a few minutes should implement heartbeats. The overhead is
minimal. The failure detection improvement is substantial. The ability to resume from
checkpoints can save hours of redundant computation.
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Retry Policies: Aligning Recovery With Reality

Temporal's default retry behavior uses exponential backoff with unlimited attempts until
workflow timeout. This works for many scenarios but requires tuning for production.

Configuring Retries Based on Failure Characteristics

Activities calling external services prone to transient failures should use aggressive retry
policies. Network hiccups, temporary service degradation, brief database locks—these
resolve with retries.

Activities encountering errors that shouldn't be retried should fail immediately. Invalid input,
authorization failures, business rule violations—retrying won't fix these. Return an
ApplicationError marked as non-retryable, causing the workflow to fail fast rather than
wasting time on futile retries.

Understanding the Timeout Hierarchy
Temporal uses multiple timeout levels:

o Workflow execution timeout defines the absolute maximum duration a workflow can run.
This is your ultimate safety valve.

» Schedule-to-close timeout sets the total allowed time for an activity including all retries.
This bounds total retry duration.

» Start-to-close timeout limits each individual attempt. This prevents single attempts from
running indefinitely.

» Schedule-to-start timeout controls how long a task can sit in the queue before a worker
picks it up. This detects capacity problems.

Calibrating Timeouts Based on Reality

Set timeouts based on real-world measurements under both normal and degraded conditions.
Too low causes premature failures during legitimate slow responses. Too high delays failure
detection and recovery.

Monitor your activities in production. Measure P50, P95, and P99 latencies. Set timeouts that
accommodate normal variance while catching actual failures.

The Saga Pattern: Handling Multi-Step Failures

Workflows that execute multiple state-changing operations across distributed systems require
explicit compensation logic to handle partial failures. This is the Saga pattern—defining a
compensating transaction for every forward operation. Without it, partial failures leave
systems in inconsistent states, creating financial loss, operational overhead, and data
corruption.
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The Business Scenario

Consider a workflow orchestrating travel booking: flight reservation, hotel booking, payment
processing. If payment fails after successful reservations, previously confirmed reservations
must be canceled. Each forward step requires a corresponding compensation step.

Without compensation logic, partial failures leave systems in inconsistent states. Customers
with confirmed reservations but no payment. Inventory locked but transactions abandoned.
Data corruption cascading across services.

Implementation Approach

« Track completed operations within workflow state. Record each forward operation as it
succeeds. On failure, execute compensation activities in reverse order.

« Make all compensations idempotent. They must handle transient failures (network issues,
temporary service unavailability) gracefully and retry until completion or until a non-
retryable error occurs.

« Canceling a non-existent reservation should succeed silently.
« Refunding an already-refunded transaction should be detected and handled without error.
« Ensure retry policies are aligned with operational realities to prevent cascading failures.

Temporal doesn't provide a single "Saga" primitive, but the platform's composability makes
implementing Saga-style compensation straightforward.

The durable execution model ensures compensation logic executes even if workers crash
during rollback. Compensation logic is as reliable as your forward operations.

The choice isn't whether to implement fault-tolerant patterns. The choice is whether to
implement them proactively during development or reactively after production incidents force
rebuilding.
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An e-commerce workflow runs flawlessly for three months. A simple optimization—changing
inventory checks—is deployed. Within minutes, 147 in-flight orders fail with “non-deterministic
error.” Customers 90% through checkout lose their carts. Order completion drops 23%.

The engineering team rolls back frantically, but the damage is done. In-flight workflows
expected the old code path. The new code made different decisions during replay. Temporal
detects the inconsistency and fails the workflows to protect data integrity.

This is the versioning problem every organization encounters once—and only once if they
learn the lesson.

Why Workflow Code Must Be Deterministic

Temporal workflows can run for days, weeks, or months. When the server resumes a paused
workflow or replays event history, the SDK re-executes workflow code from the beginning,
using event history to provide deterministic responses.

If workflow code makes different decisions during replay than it made originally, the system
detects non-deterministic errors and fails the workflow. This protects against corrupted
workflow state.

Operations That Break Determinism

Certain operations are prohibited because they produce different results each time:

» Direct system time access like time.Now() or datetime.now() produces different values
on each execution.

 Random number generation produces different sequences.

Network 1/O introduces non-deterministic latencies and responses.

File system access depends on external state that might change.

The Deterministic Alternatives

The SDK provides safe alternatives. workflow.Now() returns timestamps from event history,
ensuring the same time is used during replay. workflow.NewRandom() creates random number
generators seeded from event history, producing identical sequences during replay.

For one-off non-deterministic operations like generating a UUID, workflow.SideEffect
captures the result in event history without the overhead of a full Activity. The side effect
executes once, stores the result, and returns that stored result during replay.
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GetVersion API for Code Evolution
Deployed workflows may execute for days, weeks, or months. Code changes are inevitable—
bug fixes, feature additions, performance improvements. Simply deploying updated workflow

code breaks in-flight workflows because replay follows different code paths.

The GetVersion API provides safe workflow evolution. When introducing changes, wrap
modifications with version checks:

python
version = workflow.get_version("feature-flag-name",
workflow.DEFAULT_VERSION, 2)
if version == workflow.DEFAULT_VERSION:
result = execute_old logic()
else:

result

execute_new_logic()

The API specifies a change identifier, minimum supported version, and maximum version.
Temporal records which version was selected in event history. During replay, the same
version is used, ensuring deterministic replay.

This pattern allows gradual migration. Old workflows continue with original logic while new
workflows use updated logic. Once all in-flight workflows complete, the old code path can be
removed.

Worker-Based Versioning

For organizations with high workflow volumes or complex versioning requirements, worker-
based versioning provides an alternative. Separate workers run different versions of workflow
code. Task queue routing ensures workflows execute on workers running compatible code
versions.

This approach provides cleaner separation at the cost of operational complexity.
Organizations must manage multiple worker deployments and coordinate task queue routing.
However, it eliminates GetVersion conditionals from workflow code, improving readability and
maintainability.

Worker-based versioning is increasingly used alongside GetVersion for large-scale
deployments to decouple rollout and provide safer migration paths between major changes.
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The Bug That Cost $200,000

The payment workflow deployed flawlessly. All tests passed. Then, 72 hours into a critical
holiday weekend, workflows started timing out. Transactions failed. The root cause: a retry
policy set for 30 seconds when the external payment gateway required 2 minutes under peak
load. Standard tests never caught it—they didn’t simulate real-world timeout conditions.

By the time the issue was diagnosed and fixed, $200,000 in transactions had failed. The fix
itself took just 10 minutes. This illustrates the cost of treating workflow testing as optional:
even small misconfigurations in retry policies can escalate into massive operational and
financial impact.

TestWorkflowEnvironment: The In-Memory Temporal
Service

Xgrid implemented the TestWorkflowEnvironment—an in-memory Temporal service with one
critical difference: you control time. This framework runs complete workflow executions in
memory without connecting to actual Temporal servers. No infrastructure setup. No external
dependencies. Fast, isolated, repeatable tests.

The controllable clock lets you fast-forward time to trigger timeouts, delays, or scheduled
activities instantly. Tests verify behavior that would take hours in seconds. A workflow that
waits 30 minutes before retrying? Fast-forward 30 minutes in the test. Activity configured
with a 2-minute timeout? Advance time 2 minutes and verify the workflow handles it correctly.

Mock activities replace real implementations with test doubles that return predetermined
results. Instead of calling external services or databases, tests use mocks for fast, reliable
validation. Test workflow logic in isolation without depending on external systems. Simulate
rare edge cases that are hard to reproduce with real services.

What You Can Actually Test

Workflow logic verification: Test that workflows make correct decisions based on activity
results. If payment fails, does the workflow cancel reservations? Mock activities return
specific scenarios—success, failure, timeout—and verify correct responses.

Error handling paths: Most bugs hide in error handling. Force failure scenarios with
mocks. Verify compensation logic executes. Confirm retries happen with correct backoff.
Check that non-retryable errors fail fast.

Retry behavior: Mock activities that fail repeatedly. Verify retries happen at correct
intervals with exponential backoff. Confirm maximum retry limits are respected.
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Timeout configurations: Fast-forward time to trigger timeouts. Verify activity timeouts
fire at configured intervals. Check workflow timeouts prevent infinite execution. The
$200,000 bug? Preventable with a 30-second test.

Time-based behavior: Test delays, scheduled activities, and time-based decisions
without waiting. Workflow waits 6 hours? Advance time 6 hours instantly and verify
behavior.

Non-deterministic code detection: Tests replay workflows to verify deterministic
behavior. Code using prohibited operations fails tests before reaching production.

The Difference Testing Makes

Teams with comprehensive workflow testing deploy with confidence. They know workflows
handle errors correctly because they've tested error paths. They know timeouts are
configured appropriately because they've verified timeout behavior with controllable time.
They know retry policies work because they've simulated retry scenarios.

Teams without testing discover problems in production. They find misconfigured timeouts
during peak load. They encounter error handling bugs when customers hit edge cases. They
realize retry policies waste resources on futile attempts.

The TestWorkflowEnvironment provides the validation infrastructure that prevents expensive
production incidents. Find bugs in your test suite, not in production.
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The Slowdown Nobody Could Explain

Your workflows ran perfectly for six months. Then performance started degrading. Execution
times doubled. Event history queries timed out. Engineers couldn't find the bottleneck—CPU
was fine, memory was fine, network was fine.

The culprit? Event histories had grown massive because workflows were passing entire JSON
documents through activities instead of storing them externally and passing references. Each
workflow execution persisted megabytes of redundant data. Storage operations slowed.
Performance collapsed.

Production operations aren't about exotic infrastructure. They're about getting
foundational details right—details that seem minor until they cause expensive incidents.

Payload Compression: Solving the Wrong Problem

Event history storage efficiency directly impacts system performance. Temporal doesn't
compress workflow inputs, outputs, or activity payloads by default. Workflows exchanging
large JSON documents or binary data accumulate significant storage overhead and
experience degraded persistence performance.

Compression can be implemented within the Data Converter alongside encryption. Reduce
storage size. Performance improves somewhat.

But compression solves the wrong problem. The better approach is avoiding large payloads
in event history entirely.

Place heavy data into external storage—S3, GCS, databases. Pass lightweight references
through workflow events—URLSs, object IDs, database keys. Workflows coordinate using
references. Activities retrieve data when needed.

This pattern eliminates storage bloat, removes performance bottlenecks, and scales
indefinitely. It’s not about compressing megabytes into slightly smaller megabytes—it's about
replacing megabytes with kilobytes of references.

Logging Strategies: Why Replay Creates Duplicate
Logs

Workflow and activity logging require different approaches due to replay semantics. Standard
logging from workflow code generates duplicate log entries on every replay. A workflow that

replayed 100 times produces 100 identical log messages—flooding your logging system with

noise.

The Temporal SDK provides workflow-aware logging that suppresses output during replay.

Only the final execution generates logs. Your log volume stays manageable. Signal-to-noise
ratio remains high.
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Activity logging doesn't face replay issues. Activities execute once per attempt. Standard
logging frameworks work without modification. Log freely from activities without worrying
about duplication.

The distinction matters for operational visibility. Logs that flood with duplicates during replay
make troubleshooting harder, not easier. Use workflow-aware logging for workflows, standard
logging for activities.

Network Proxy Configuration: Corporate Reality

Corporate networks often require HTTP proxy configuration. The Temporal client supports
standard HTTP_PROXY and HTTPS_PROXY environment variables for basic scenarios.

However, some proxy implementations struggle with long-lived gRPC connections that
Temporal uses. Connections that stay open for hours or days can trigger proxy timeouts or
connection resets.

Testing proxy compatibility during deployment planning is essential. Discovering proxy
issues in production means emergency infrastructure changes under time pressure.

For on-premises setups, worker machines must not be exposed directly to public traffic. Use
a secure proxy to connect them to the Temporal server. Common approaches include using a
gRPC proxy (such as Temporal's Go gRPC proxy) and configuring HTTP CONNECT via the
HTTPS_PROXY environment variable.

These methods establish secure tunnels for gRPC and ensure worker nodes never accept
unsolicited inbound connections—critical for security compliance.

Search Attributes: Finding Workflows When It Matters

Operational visibility requires querying workflows based on business-relevant criteria. "Show
me all high-priority orders from customer X that are currently processing." Without search
capability, teams are blind to workflow state across the system.

Temporal provides search attributes—indexed fields attached to workflow executions

supporting APl and Web Ul querying. Common attributes include customer identifiers, order
numbers, workflow status, and priority levels.

Planning Your Search Schema

Search attributes must be defined at the namespace level before use. Attributes cannot be
added to running workflows, so planning the attribute schema during initial deployment
avoids operational limitations.

Think about the queries your operations team will need:
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Think about the queries your operations team will need:

Which workflows What high- Show me all Which orders are
are processing priority workflows that stuck waiting for
for this workflows are failed in the last payment
customer? currently active? hour confirmation?

Define search attributes that enable these queries before going to production. Adding them
later means they're only available for new workflows, not historical ones.

The Elasticsearch Requirement

Critical limitation: Without an Elasticsearch-based visibility store (using only the standard
SQL visibility store), custom search attributes cannot be used in workflow list filters, greatly
limiting search functionality.

If operational visibility through custom queries is important—and for most production
deployments, it is—plan for Elasticsearch as part of your visibility architecture. The SQL

visibility store provides basic functionality but lacks the querying power needed for effective
operations.

Metrics Export: Knowing What's Actually Happening

Worker metrics must be exposed for monitoring. Without metrics, operations run blind—
unable to detect degradation before it cascades into incidents.

Kubernetes Deployment Pattern

Expose metrics on a standard port with pod annotations for automatic Prometheus discovery.
Prometheus scrapes worker endpoints automatically. No manual configuration for each
worker deployment.

Dashboards That Matter

Grafana dashboards should focus on operational scenarios, not vanity metrics:

Worker health monitoring: CPU utilization, memory consumption, garbage collection
patterns. Detect resource exhaustion before workers crash.

Workflow execution patterns: Throughput, completion rates, execution duration distributions.
ldentify performance degradation trends.

Task queue status: Schedule-to-start latency, queue depth, worker availability. Detect
capacity problems before they impact users.

47 )(\<(>



Alerts That Actually Help

Configure alert rules for metric anomalies that indicate real problems:

Sudden increases in schedule-to-start latency: Workers can't keep up with task volume.
Scale horizontally before performance degrades further.

Spikes in failure rates: Downstream services degrading or new bugs introduced. Investigate
before failure rates cascade.

Worker resource exhaustion: Memory or CPU approaching limits. Add capacity or investigate
resource leaks before crashes occur.

Alerts should trigger early enough to respond proactively, not reactively during active
incidents.

The Operational Details That Compound

None of these configurations seem critical individually. Payload size? Just compress it.
Logging? Standard approach works. Proxy configuration? Test it eventually. Search attributes?
Add them later. Metrics? Set up when you need them.

But operational reliability comes from getting all the details right:

» Large payloads accumulate into storage problems that degrade performance system-
wide.

 Incorrect logging strategies flood systems with duplicate entries, obscuring real signals.

» Proxy incompatibility discovered in production forces emergency infrastructure changes.

» Missing search attributes can't be added to historical workflows, limiting operational
visibility permanently.

o Absent metrics mean flying blind—detecting problems only after users report them.

These details compound. Organizations that address them during initial deployment operate
smoothly. Organizations that defer them discover each limitation through painful production
incidents.

The operational maturity of Temporal deployments isn't determined by exotic configurations.
It's determined by whether foundational details were addressed before they became
expensive problems.
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Chapter 09

Qutcomes

Of Production-Grade
Temporal Workflows



The transformation wasn't gradual—it was immediate and undeniable. XGRID's Temporal
implementation turned workflow management from a constant source of anxiety into
infrastructure so reliable it became boring.

The best compliment: engineers stopped talking about workflows altogether.

1. Hands-Off Reliability: Workflows That Run
Themselves

Remember the 3 AM pages? Gone. The weekend war rooms debugging workflow corruption?
History. Workflows that once demanded constant babysitting now execute for weeks without
human intervention.

Payment processing workflows handle thousands of transactions daily with zero manual
oversight. Data synchronization jobs run continuously across time zones without requiring
engineers to restart failed processes or reconcile missing records. Multi-day order fulfillment
workflows survive worker crashes, network partitions, and deployment cycles without losing a
single step.

The question that launched this entire project—"How do we avoid repeating our last
disaster?"—received a definitive answer: zero data loss, zero workflow corruption, zero
manual scaling interventions.

Event history provides an immutable record of every decision. Automatic retries handle
transient failures invisibly. Workers crash without affecting in-flight workflows. The
infrastructure simply refuses to lose data.

2. Fearless Deployments: Yes, Even on Fridays

Here's the real test of production confidence: CGRID engineers now deploy on Fridays. Not
because they're reckless, but because deployment risk essentially vanished.

Workflow versioning allows radical code changes while maintaining compatibility with
executing workflows. In-flight order processing workflows complete using their original logic
while new orders execute against updated code. No migration scripts, no maintenance
windows, no crossing fingers.

One team deployed a major refactor to a critical payment workflow on Friday afternoon.
Thousands of workflows were mid-execution. The deployment completed cleanly. Zero
workflows failed. Zero customer impact. The team went home on time.

Infrastructure changes—Kubernetes upgrades, worker reconfigurations, network topology

shifts—proceed without workflow downtime. Workers drain gracefully. New workers pick up
pending tasks seamlessly. The orchestration layer just keeps running.
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This isn't just operational improvement—it's a cultural shift. Deployment went from a risk-
managed event requiring change approval committees to a routine engineering activity.
Release velocity increased 5x.

3. Automatic Scaling: Traffic Spikes Become
Non-Events

Black Friday used to mean war rooms and manual capacity planning. Now it means checking
dashboards out of curiosity, not necessity.

Traffic spikes are absorbed before customers notice. Schedule-to-start latency monitoring
triggers Kubernetes horizontal pod autoscaling. Worker capacity scales from baseline to 10x
within minutes, then scales down when traffic subsides. No emergency meetings, no heroic
interventions, no degraded performance.

One marketing campaign drove 50x normal workflow volume in under an hour. The system
scaled automatically. Customer experience remained flawless. The first engineer to notice the
spike saw it in Slack metrics, not customer complaints.

The architecture's secret: separating orchestration from execution capacity. Temporal
manages workflow state and task distribution—this doesn't scale because it doesn't need to.
Workers provide execution capacity that scales independently based on actual demand.
Scale the cheap part (compute), keep the expensive part (state) stable.

4. Deterministic Debugging: From Hours to Minutes

Production debugging transformed from detective work to mechanical process. Critical issues
that once required hours of log archaeology and educated guessing now resolve in minutes
through deterministic replay.

When a high-value payment workflow failed in production, the engineer downloaded its
complete event history and replayed it locally under a debugger. The workflow executed
identically—same inputs, same timings, same state transitions. The bug revealed itself in
under five minutes. Fix deployed within the hour.

No more "works on my machine" mysteries. No more attempting to reconstruct failure
scenarios from incomplete logs. The workflow replays exactly as it executed in production,
exposing bugs with surgical precision.

Teams use replay proactively. Before deploying changes, they replay production workflows

against new code to verify compatibility. Breaking changes surface in development, not
production. Incident resolution time dropped 80%.
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5. Security Without Friction: Engineers Don't Notice,
Attackers Can't Penetrate

The security architecture operates so transparently that developers forget it exists—until
auditors ask how sensitive data is protected, and the answer is "encrypted everywhere,
always."

End-to-end encryption protects all payloads before they leave organizational infrastructure.
Encryption keys live in AWS KMS, never touching the Temporal service. The Temporal server
orchestrates workflows while remaining cryptographically blind to the data flowing through
them.

Codec Servers provide debugging visibility without compromising security. Engineers inspect
encrypted payloads in the Web Ul through controlled decryption endpoints. Role-based
access control ensures appropriate visibility—development teams decrypt test data freely,
production payloads require elevated credentials and generate audit logs.

Mutual TLS encrypts all network traffic. Certificate-based authentication prevents
unauthorized access. Developers write workflow code without thinking about encryption,
yet compliance teams have zero concerns.

6. Engineering Velocity: Building Products, Not
Infrastructure

The most dramatic change isn't in metrics—it's in what engineers stopped doing.

Teams no longer spend time managing workflow infrastructure, debugging task queue
failures, or building custom retry logic. One engineering lead calculated that their team
reclaimed 60% of infrastructure time previously spent on workflow concerns. That time now
goes to shipping features.

Previously, each new workflow requirement triggered architectural debates—how to handle
failures, how to scale, how to monitor, how to prevent data loss. Now, engineers implement
business logic in workflow code and deploy. Temporal handles orchestration, persistence, and
reliability automatically.

Development velocity increased measurably. Time from concept to production for new
workflows dropped from weeks to days. Complex multi-step processes that seemed daunting
with previous tools become straightforward Temporal workflows. One team shipped a
sophisticated multi-service orchestration workflow in three days that would have taken three
weeks with their old framework.

Technical debt evaporated. Custom workflow engines, homegrown retry mechanisms, and
fragile state machines were decommissioned. The codebase became simpler and more
maintainable. Cognitive load dropped—engineers think about business logic, not
infrastructure failure modes.
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Conclusion:
Shipping Once, Correctly

Temporal is a force multiplier—but only when deployed as production-grade infrastructure
with intent and discipline.

Successful organizations don’t experiment their way into production. They execute against a
framework that aligns technology decisions with business outcomes.

Xgrid’'s Production Deployment Framework ensures that the first Temporal workflow isn’t just a
prototype—it’s the first production success, fully reliable, compliant, and scalable.

The question for engineering leaders isn't whether to adopt Temporal. The question is
whether to deploy it once correctly—or spend months retrofitting architecture, firefighting
failures, and eroding engineering velocity.
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